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Abstract. P2P networks provide a basic form of anonymity, and the

participating nodes exchange information without knowing who is the original
sender. Packets are relayed through the adjacent nodes and do not contain

identity information about the sender. Since these packets are passed through
dynamically-formed path and since the final destination is not known until the

last time, it is impossible to know who has sent it in the beginning and who will

be the final recipient. The anonymity, however, breaks down at

download/upload time because the IP address of the host from which the data is

downloaded (or to which it is uploaded) can be known to the outside. We

propose a technique to provide anonymity for both the client and the server

node. A random node along the path between the client and the server node is

selected as an agent node and works as a proxy: the client will see it as the

server and the server looks at it as the client, hence protecting the identity of
the client and the server from attacker.

1 Introduction

Peer-to-Peer(P2P) is characterized by resource sharing among computing machines

that participate in the network. In Server/Client environment, the user sends query
messages to the server, and a popular server suffers a heavy load resulting degraded
service. P2P network alleviates this problem by distributing the server data among the

participating nodes and providing a mechanism to locate the data dynamically. This

way copies of data are scattered around in the network, and the load concentration

problem can be handled; however, it became harder and more expensive to find out
which nodes have the data.

Currently locating data is done via Flooding techniques as in FreeNet[1] or
Gnutella[2] or Distributed Hash Table techniques as in Tapestry[3,4], Can[5], or
Chord[6]. Flooding model involves a repeated broadcasting of a query and inevitably
causes a heavy traffic. Distributed Hash Table reduces query traffic considerably but

still has the problem of keeping the table fresh. Both, however, do not provide
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anonymity for server locations and could expose servers to DoS or storage flooding
attack or anonymity-breaking attacks[7,8,9,10].

In this paper, we propose a technique to provide anonymity both for the client and

the server node. An intermediate node is selected as the agent who goes between the

client and the server. This agent will pose itself as the server to the client and creates

this illusion by replacing the true server IP with its own one in the query hit message
packets. It also relays the client's content request to the true server and relays the data
back to the client pretending as the true server.

The rest of the paper is as follows. Section 2 summarizes previous researches on

providing anonymity in P2P network. Section 3 looks at the probabilistic
characteristics in P2P packets which will be used in our algorithm that is explained in

Section 3. Section 4 shows the experimental results, and Section 5 concludes the
paper.

2 Related Researches

Anonymity problem in P2P networks is studied in several strands of related work.

The primary goal for Freenet security is protecting the anonymity of requestors and
inserters of files. As Freenet communication is not directed towards specific

receivers, receiver anonymity is more accurately viewed as key anonymity, that is,
hiding the key which is being requested or inserted. Anonymous point-to-point

channels based on Chaum's mix-net scheme[11] have been implemented for email by

the Mixmaster remailer[12] and for general TCP/IP traffic by onion routing[13,14]
and freedom[15]. Such channels are not in themselves easily suited to one-to-many
publication, however, and are best viewed as a complement to Freenet since they do

not provide file access and storage. Anonymity for consumers of information in the

web context is provided by browser proxy services such as the Anonymizer[16],
although they provide no protection for producers of information and do not protect

consumers against logs kept by the services themselves. Private information retrieval

schemes[17] provide much stronger guarantees for information consumers, but only
to the extent of hiding which piece of information was retrieved from a particular
server. In many cases, the fact of contacting a particular server in itself can reveal
much about the information retrieved, which can only be counteracted by having

every server hold all information. Reiter and Rubin's Crowds system[18] uses a
similar method of proxing requests for consumers, although Crowds does not itself
store information and does not protect information producers. Berthold et al. propose

Web MIXes[19], a stronger system that uses message padding and reordering and
dummy messages to increase security, but again does not protect information
producers.

The Rewebber[20] provides a measure of anonymity for producers of web
information by means of an encrypted URL service that is essentially the inverse of

an anonymizing browser proxy, but has the same difficulty of providing no protection

against the operator of the service itself. Publius[21] enhances availability by
distributing files as redundant shares among n webservers, only k of which are needed

to reconstruct a file; however, since the identity of the servers themselves is not
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